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9R9F / CIRCULAR
H./NO.ITS/5805/Gen.Corr/CyberSecurity f&a/Date: 22.05.2023

qar H/To
FHRT 3SR/ The Officer in Charge

I ARLHL (AA) SUAS, e / PAO (Ors) EME, Secunderabad

2. AP (3A), FIMFR, RAee@g /| PAO(Ors) AOC, Secunderbad
&x, ol . (er8=T), faem@raeeury /AA0 (Army), Visakhapatnma

4. Tererane/faRmargee v /ade 3R Jeghans feud 39-arie

All Sub offices, Secunderabad / Visakhapatnam / Suryalanka and Eddumailaram
5. HEY FRITTT & T 3ieTHTaT (FUEAR) /Al Sections, Main Office, Local.
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Sub:  Advisory-A new wave of cyber attacks on Indian IT infrastructure-China
based threat actors.

H.  HATBATGT AT & Retfih 19.05.2023 &7 ysias Mech/IT&S/810/Cyber Security.
Ref:  HQrs letter No. Mech/IT&S/810/Cyber Security dated 19.05.2023.
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A copy of HQrs letter referred above on the subject is enclosed for information and compliance.

HeAT: IRIFATAR
Encl: As above. ( - eV~
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gfafaf/Copy to:-
UHRY orEr 3R, IS A R M A AT ﬁquﬂqﬁwmm%m%m|
AO I/c, IT Section, Local : with a request to upload this letter/circular in CDA’s website.
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(IT & S Wing)

CIRCULAR
No. Mech/IT & S/810/CyberSecurity Dated :17/05/2023

To
All PCsDA /CDAs/PCA(Fys)/Pr.IFAs/IFAS

Subject: Advisory-A new wave of cyber attacks on Indian IT Infrastructure-China bsed
threat actors.

It has been observed recently, that cyber threat actors are targeting prominent
Indian organisations like AllMs, ICMR, UIDAI etc. The TTPs (Tactics, technique &
procedures) & |OCs are associated with Chinese threat actors. Further, investigation
revealed that a new wave of cyber-attack campaign beginning around February, 2023 in
which again systems of AllMs, ICMR & UIDAI were targeted with similar type of malware
(PlugX/Korplug) associated with Chinese threat actors.

2. Unique to this campaign is the usage of storage devices (pen drive) to compromise
the systems and propagate the malware to other computers in the organisation. Based on
the cyber Incldent report, it is observed that count of compromised computers in this case is
far more than observed earlier as count of compromised computers is based on IP
addresses & IP addresses are of routers which are connected with multiple computers.

3. Modus Operandi of the cyber-attack indicates involvement of Chinese threat actors
who carry out cyber-allacks for data exfiltration & espionage. This malware infeclion is likely
to increase in government organisations as there is no antivirus capable of detecting these
malicious files. The list of I0Cs (Indicators of Compromise) associated with this malware
campaign is enclosed as Annexure.

Accordingly, it is requested that adequate protections may be put in place on IT
systems at organisational level, in order to mitigate the cyber threats as men’@

Enclosure: Annexure

- Neeraj Surendran)
br. ACGDA (IT & S)



Indicators of Compromise(lOCs)

Annexure

1. Pen Drive
Location File/Folder Name Remarks
Root of pen drive » Repository The malicious
e.g. E://G:/ etc. > KINGSTON.scr or<volume name file<volume name of
of the pen drive.scr> pen drive> will have
> SmadEngine.dll different
» Kaspersky nomenclature as per
» Kaspersky/Usb drive/2.0 the volume name of
» Kaspersky Usb Drive 2.0/crash the infected pen
handler.dll drive
» Kaspersky/Usb drive/2.0
» ShellselDb.dat '
» Kaspersky/Usb drive/2.0 Smad
Protect32.exe
» Kaspersky/Usb
drive/2.0/SmadEngine.dll
> Kaspersky/Usb
drive/2.0/steam_monitor
2. Infected Computers:
S.No. | Location File/Folder Name Remarks
1 C:/IUsers/Public/Public crashhandler.dll A malicious folder
Documents/Aquarius gup.exe by the name of
libcurl.dll Aquarius gets
Shellsel.Db.dat created comprising
SmadavProtect32.exe 7 malicious files
SmadEngine.dll
| Steam_monitor.exe
2. C:/IUsers/Public/Libraries/ (i) IDMgetAll.dll
Function (i) Idmvs.dll
3. C://[Users/Public/Libraries/ | LIHZRSPVLFMEWGNMYI It has been
Function 1 observed that
4. C:/IUsers/Public/Libraries/ | QZPDYHLSJA similar gibberish file
pc_ 1 names across
5. C.//Users/Public/Public DNPRNXDRLYKYWZVK infected computers
Libraries/reg_1
3. Malicious IP Addresses
S.No. | IP address Location Remarks
1. 103.164.203.164 Malaysia
2. 45.64.184.248 Thailand




