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Sub: Advisory-Safeguards against Malicious QR Codes,
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Ref: HQrs Office letter No.Mech/lT&S/SlO/Cyber Security dated 12/07/2023.
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A copy of Hqrs letter containing Advisory-Safeguards against Malicious QR Code is enclosed for

information and compliance. All the officers and staff are requested to follow the advisories given by

the HQrs.
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No. Mech/ IT&S/810/Cyber Security Circular Date: 12/07/2023

To
All PCsDA/CsDA/PrIFA/IFA/PCA(Fys)

Sub:  Advisory - Safeguards against Malicious QR Codes.

Quick response (QR) codes are very fast, convenient, encrypted and
| interoperable method, being used for contactless registration and digital money transfer
etc. It is crucial for individuals to be aware of poténtial threats and to adopt protective
measures. Hence, all are requested to bring to the knowledge of all employees about the
security concerns raised, measures and practices recommended below:
A. Common types of QR code based Attacks:
> Phishing: Malicious QR codes are used to redirect unsuspecting individuals to
phishing websites masquerading as legitimate ones to steal sensitive
information such as login credentials, credit card numbers or other personal
' data.
> OR code Swaps: Legitimate QR codes displayed at businesses are altered or
| tampered with to trick individuals into directing payment to threat actor’s bank
account instead of the intended recipient.
> Malware Distribution/Infection: Malicious QR codes are embedded with
links that when scanned and accessed, lead to downloading and installation'of
malware onto the individual’s device, potentially leading to unauthorized
access, data breaches or other malicious activities.
» Malicious Advertisements in QR code scanner applications: Victims may
come across advertisement banners assuming it is a part of the service that
they had scanned for, victims click on the advertisement and are directed to a
phishing site requesting for personal information and banking credentials.
Individuals are advised to remain vigilant specially when using a third party
QR code scanning application. ‘
B. Safeguards: :
' > Be Vigilant: Avoid scanning codes received via unsolicited text or whatsapp
messages, emails, social media messaging platforms or from unknown entities.
, » Check QR codes prior to scanning: Before scanning QR codes, carefully
examine them for any signs of tampering or irregularities. Avoid scanning QR




codes if it appears to have been pasted over the original code or if there are
design inconsistencies.

> Check the Destination link before accessing the website: Always check for
misspelt domains, eéxtra characters or unfamiliar addresses. If appears
suspicious, don’t access the website.

> Verify Recipients of Digital payments through QR codes: Always review
the transaction details, amount, recipient’s name and other information
displayed on the payment application carefully before confirming the
payment.

> Update of Device’s Software: Regularly update your devices’ operaﬁng
system and applications to ensure that they contain the latest security patches
and updates. '

> Refrain_from downloading applications from QR codes: Refrain from
downloading applications from third party websites that the QR code links to
Mobile applications should be downloaded from official sources.

> Be wary of attractive offers: If the QR code leads to a website that solicits
for personal information in exchange for attractive offers or handouts, extra
vigilance should be exercised. When an offer is too good to be true, it is
probably not.

This is for your information and dissemination please.
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(Kamaljit Oberoi)
SAO (IT&S)



