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1.     a.i.3trd.3T.,di.€(I.a.f}., rtlch'G`Tenil a7 3tefty7sAo7AosGEs (under CDA SECBAD)
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4.    a.a.did.3T(aap FtTffiysAo7Ao (pay sn) Local
5.    I.a.Pr., rtlchG`iqiG a} oreflT Huh ten tifrofflqfffl7Ali DDo's under CDA SECBAD
6.    I.a.Pr., ftld.G`iqiG a ortflTHthstr-5rfu7Aii sub offices under CDA SECBAD

FRET;EerFSH#thjtENan#ifegiv3apfflapTqufiFTwlen#CRfugivgr¥H#
Subject:         Advisory on "Digital safety practices to be followed by Govt.  Nodal offices to access
technological platform/system provided by Central Record  keeping Agencies ("CRA") under NPS
architecture. -reg.

Gqha      fro      qT      ti.Pr.fa.ft.ITtpFRDAi      a7      fro      22.02.2023      a7     ilalFT
PFRDA/17/08/1

a}ftrtw%l
1/0024;201 7-sup-cG-part(1 ) th T57 rfu crm qFTT, qFfde 3in effl¥qff GiIqTffl

A  copy  of  PFRDA  letter  No.   PFRDA/17/08/11/0024/2017-SUP-CG-Part(1)  dated  20.02.2023
on   the   subject   mentioned   above   is   enclosed   herewith   for   information,   guidance   and   necessary
comp,,ance p,ease                                                                        oky a„Tth.

t@. fflch, VI.I.a.ai
ev-ffro(F.Tft.N)

qfan:cODv to:

rfu affl 3tfenIThe SAO
`3rR.a `3+]mTTt IT section  „  I.a.fi., ftrSG`iqrE ffi aEtTTF tR c+qds ed a I

For uploading on CDA Secunderabad Websjte.
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Nodnl offices of Central and State Governments and
Nodal offices Of Autonomons Bodies
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S+a.bj..get;..   Advisory._.._..pp ....  "D,igftql  Sqf€ty  .Practices  to  bE  fo.Il.owed.. by„.._.G.ovt  .N¢}d±_I

offices 1o access tachrLoloffica] platform/system provided bv Cer`tral Racordkeeping
Agencf€s l"CRA"}__under NPS archit©C!uro

fie:_Hife.ndfaerfeanut¥TaiH""eyftht»ffl¢ra..]ffl¥TREri
_v_Ltri

wind
1.  This  is  in  refL'rencc.  to  PF.RDA`s  i.ommunication  tin  the.  c`ciptii-Hled  hfubjLit.t  dated

03.06.2020  issued  vide  file  no. PFRDA/17/Oquayooo9#017-SUP-SG-Part(1)  and
dat`ed  29.09,2021  issued  vide  file  no. PFRDA47/0841/0014/2017-SUP-SG-Part(1)
(c`€tp},'enc`l{}s€id).

q¥   Effl   farm   qT   ftyeffgiv   a   ch   ffro   o3.08.202o   tFTRT   ti.
thqq7cflTgivyi7fo8;11;Oot]Lj;2Oi7.giv.giv.utti*       ¢ife       ch       fro
29.09.2021 ,    q5T€tT  ti.  ftyanenyi7;08;1 1;Ooi4r2Oi7-qHap-qdi~utti!  a

givrf *. a Ira givj

2,    Thi.  funct.itm  of  nodcil  t}ffici./a  in  the  G(ivcirnment  Sch!ctc)I.  i,.i..  Cfintral  aml  Stcit{`
Gc)vemments   including   Aurt`.nomous   B{jdi€s   thereunder,   with   respect   tt)   tht>
Nati(mal  Pension S}Lqtc.in (Nrs), is of paramount impi)1.taTicc <ind  vitcil as it begins
with      Subscribi.I      rcgistrati{iri      afid      coritinues      till      thii      authori7,ati{7ri      t}f.
exits/withdrawalsrequestofthesubscriber-employeL`g.`roenabletheNod€ilttffic€`S
to  fulfil   such   func[itin/rote  in  thcl  CRA  .qy.Stem,   the  Nodal   offices  havi.  be{`n

provided with sc»parate makc!r-cheeki.r i(igin  lDs t{) €`ccess thc! CRA systi.in S{. that
tin,\J single u§cr is not able to unilaterally executca thL. transcli~tion.

Trty fro rm (giv) S ffier S', di dr (an aife i!iG!=I rend: qa
iaRE fen Htr) *` fro 5Tqfan ffl of Ham eire q€ra]ng[:}[]f % apflifS ng
HTFT tifro ¥ enay Emu dr %  ck HTesLffirm aJ ffiiEii5i.::Er7fi.ifflRfl  giver
$  3giv H¥FT RE aaF EN ¥grT 8i  in FTqfRE ch th3mT fife::I:r # gH
H¥¥ is of;4rfin ri gr ed £. uar at S fai=:, =fr=siH rfut@i wl then¥q

asRETfSur    ¥irm.     *     fRE11cO16                     ,gfA~°«`  mrf```£ft^  i4/¥,     tFmTf@    fun    +:rrT;I. ¥qu   ifetrrm
*`¢"  :  011    268i7soi.  26f,i7soa.  28i337cO.  t#'tffr    :  011  `-2®5t7507.   £t`q`:miig€  ,  wmuypfrdH.Ono,in                  `.#ri;in
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ffro S utnyTTq ife  eygrT a tr-aFT rna eflas mai di Trfe % fflfS  ed€
th  ch:;r:im  qFT  aTir  al  qffiiT¥tFT  em  i  a  rfei

a#{Jr£€Rifi#[ ifew# n#er#nfeen S ftng fun €

3.  Takillg   tl`c'   Authi!rity',s   t.ndeav(tur   forwai.ci   iif   providing   ctas€`   ()I   transactinh+`
thr{iugh  post-pandt`mic  digilfil/ {eehnologii.al  tool~S/erih&nct!ment,  togc`thiir  with
`security and ,Safeguard   of'   the`   inters.qt   cif   thL!   NPS   subscriber   against   digital
thrt;Iats/ frauds, it Lq advised  that .idcquate precautions and sat'ety. mc*asures to bii
ensured at the level of nod€il oft.ices.

fi§rRF€F7 edtchenerS a5 fa.entF q" Huna5T{F{ a5 en di gran  `ife grew
a env-env qgiv a RE S f€rf%rEH;fflrm 3qRErfei ir fflqu a an
rifro~inaFSdrRETREE£¥Z**¥engrrfuq¥ffiftinwhgiviffi

4.  All   the.   in)Llal   offic€ig/{tffic`€rs   in   the   Central   GovLJrnment   Sector   (ii`clud.ind
alltonorn{)li.q  boities),  are  ht#reb}'  advised  tG  follow  thca  Digital  Saft:ty  Practic#8
unditi. thL. NPS fir€hitecturc as pL.'r thii advisory menti{mL.ci at point number 1 while
dcci.s`sing the CRA System. The important safety mLiasurgs are as undL3r: -

gE  iEr{.{ST{  a  sE  tgTqti  finn  a.caj  a5  mft  rfe ffiTqfedf arfan a
qaapiT qfflg di qT@ a fs a thetTxp rna ffl rfu rd fflFq es cat 1
$ 3fEErfen ufflg fa et=qi¥ q':;=ing givffl S a5a frm gran rmdi en qTan
ail Fed gran an ch fiqu a: ~
ci)   Tc)  maintain  absolute  coi`fidcnti€`lity  and  ir`tegrity  of  all  rc`cords,  d€`tci  ami

infoi.mcitinn   ii`cluding  Subscriber'8   personal   information,   contributi{m  €iiid
claims daL-a;
3trapirmT aft ErfRE qTRE.:;gr, tiTRT ck RE fa giv gil Huh ftEife, fa
giv tlTRE qft qof Tftqrm 3ife ¢fgiv aing ¥REFT;

b)   To usit at lecis[ 8 c`hafaL`ters or more to crcati` a password. The more chara€tL`rs,

gifels#bQ±s/ifedn#mg``rg£L'8u&e#L*fflm`ascL#c;#pa£To#;fan
erfapp ap]ff', farfu gfflri 3ife givdi en rfu ed ¥, ¥rm met Edit F
utq5 giv giv a,

c)    U5ers are respon§ibl€ I.or s&fiiguarding their Usilr ld and  Passworcls atltl must
rwt share

3fr{ tr¥ eyap aerdi fty map tm!=iaerfRE arFT HTgr iti¢ gen aTRIj.

d)  .rc) changcS  the  password  once  in  four weeks  or  when  you  suspect §t)mgGnii
ktlnws  the  p¢isswr}rd  {)r  when  one  Nodal  officer  is  tran§ferrecl  ancl  anotht?r
mjdal officer joins ill. Alst}, the passwords sh{!uld be kept confidential and are
iicyt to be written anywhere;



i:PrF;qT{ qq]TB fi qg Fi{ qT qq 3mafr ife a fs q* 3rmFT qrd ffliar
a, iqRlds  nd;  qT qq qgiv fro  3rfRE  ed Emtffi ftw ffli]T  a  Sir

ffi¥ENffifinrfuTdiaprm%'#Tdi.fflededrmrmrm
•       tFrhe aceclsf to CRA s}-stc3m should be dt)nil oNl,Y by {}fficial.a ot. the Nitdal off.ice.

5{!  authorized  a!id  Pa.ssword£/1ogin  details  gtc.  cire  ±gE  he  slrareil  with  {`ha
unauthcn.isc`ulpt3rsonm`l;

theiing rm agr qgiv fro fro rfu S crftry ¢rftwRE' gi¥T di
rfu rfu 3ife utffi.:;::I ffirm erfe rfutry RE S env HTgr T@.•1+

fang  wh  %;

I-)    The  k)gin IDs providi`d to Nodal offices by the CRAs, ill  the cc`p¢icit}J of mak€tr
and  i'hecker  i()r  initiation/verificatic)n or authori?,€`tion  t.f tran§actii)ns  in  tliti
C`RA  s}Jste"i  needs  to bei acee§sed by separatci ttfficials  individuall}J and onis

per.son shoulcl not be gi\`'en ciccess to m{)re than i)nt. login ]D;
givermq  RE  fi  ch-ir  di  ngF:<3marmama  en  whtw  aF  fat  fro  eire
fro di an a th3meq gTiT iha 5Tqfan al Hen ch Trf ffi etixp
al e{FTT-€ran ofEN BT¥T arfin 5u * giv ed di eTTREqq¥HT an
a  ein qEF an ri ed ¢rfis tlar giv F&' a di fflfaei  qEF rna
3flffi;

g)   Thcl Nodal offices tii.a .idvisL3ci to maintain a "Lrtg BGok/record" to onsurL` that
the?re ia5 n(7 unauth{)rized access of the I,ogin lps given b,y CRA.S, The ^iilid  I.t}g
book/t'ccorct  in.iy spe€it.y  inter alia  the Name of tile official/staff./ p€rsonni»l
who  have  been  providi.d  with  the  login  IDs  &  pcisswords  i()r  acct?ssingr  the
sy.item and th€! reel)rd of sub`qequent change in the all(}cation {]t-said lrf(igin IT3s.
Alst},  the. rc`Spongit*ility  of' the transactions  prac€ssed/authorizi.ed  in  tht. CRA
s,ystem tlirc}ugh the given Login [Ds shall lie wi[h the Officials/staff/pilrsonn€l

#ho::a::;!#Lfgifsh#v*efa#ocaatfaasm#tges#a#ac#°di
gin a FT€ RE etffi Has wl€ ctfty qgiv T@. a, q¥ "rfu gas:rfus"
anipi am dr grrfus # 3ffl wh a HTv-env 3TrmfiFENrfe

faFT#fafngfinTngen%¥*faeREfhainS*unfife**¥S¥¥
R5RE  %i   en¥  3, faq  Tng  RE   eTffi  S  ffltrm  a  theiTFT  fin  fi
rienftwwitry RE di fen €T 3rftwREfl5rfuREfflffi. di an
fas gF RE S Hqq an an ¢fl# erriftfT di Tfe a;

h)   D(] n()t aci`€sf fi]L`s witliout the permission of tic-owt`cr. U.§e makc`r ,ind i~h€>cki`r
to monitor what data is bi.i]ig copied or modified in contribution/claims file;

finlr



ofxp qffa qft digiv a fin q'ii=giv as i qgivi  era:wi rna S.
a;\T a ca # qffififfi ed en ap a qT dito an an TS a, di rm
S fan ii.:apt:r 3fr tr en rfu at;

i)    Usctrs  shoulcl  nor  intentionally  usg  the  c`{tmputi.rs  t(}  retric.vi.  {"  modif}.'  tht+`-
iitt.ormation of sc`lf/cithcrs,  wliich mciy  include  p&gsword  iiiformatioi`, clc`ims
dat<`, i`oi`tributi`iii delta, withLlrawal request,  PRAM dctiiils eLc`;

GqrfudialqTi].igap{edfi;;{`REaaqTrfudiBF:HitHrd"RE

E£,ftattha5tIred,enrmrfu3giv#:[¥NE¥¥`¥ridiwiFT`
i)    Anti`.iru`b `qt.ftwairil can ht!lp tf! detect and rem{Ive viruses from.your ct!mput"

onlyifyc)uke€plheantivirus3oftwareup~to-date.S€ttfirewauandantivirust{i

:;a:=£#:ivei:#£:fifeow#dc€Jifede£;qfflan3ifeedar`S
Huh  qt{{=  qF{  q[E;;aT  a, en  rm  cafflRE  Hire  qfr  giv~£-g¥  wh  %i
{5T€!FTdrgt3tqds  q@  TT€  Huh  ngTan  aft  rfu gap  a  rfu  ed  *  fan  %
q5TqTafa ife trftaTRT tr ri;

k)   Scan an  thc` filL`s aftL`r you dQwnloaci whether fr€mi website.s or linke re€eivcd
l'rt\im i.-rna its;

aarengEr qT €-aH a qTtd f€iS a :gTrfu rfu a an enft nd ch dr
5*,

I)     Always update  Web  Brow.fi{3r  with  late.qt  patehi`s.  Nc.ver  I.lick  web  links  in  i:-
mail cind  no financial instituti{in will ask you to update thei ¢acct)unto through
{)nlille;

fa  i§r]t3qq  q*  rfu  qn;ft=:lan  fa  S  enap  ¢tqae  ail  €~fa #  Sth  th  fa
faq5 qT f@ap i q#  dr ag  wh RE givIT 3ffled  dffFFT S fflrm a
edi al €!tqdr at S faq q@' rfu;

in)  Nodal officers tti c`ciri.fully  pracesfi all financial and nan-financi€il  trarusaction.q
including  the  exit/withdr€iw€il  request/  change  in  ciny  KYC/  Bank  detail/
ERM   trangcaction   and   ensure   that  fund.g   are   remitteci   to   Bank   account,
authorisecl to receive that amonnt;
;ir§r€]  {wie]{5TS Huh faffl dr fr-faFi:in tr~an ed rmanife chca at,
f3wi; ffrofirm  3givwias  th apife farm*3mqq an S

¥REaput%fi%ngin##,5¥ffiiFTrmrirmedSftng
n)  Thia nodal offices to carefully verify all financial and nor-fitrancial lranfactiorts

including  the  exit/w.ithdrawal  request/  changi`  in  .iny  KYC/  Bank  dc`taiv

l^qurf 4



ERM   tran`qacti{m   aml   i`n§urc   that   fum`1S   are   r{!mittL`cl   to   Bcink   ai-count,
au thorisc£1 [o rei`L.ivt3 that amount,'

ha rfu Hm RE ¢ft{ th-RE rfu-* ed ena€ffiqgiv rmffi:i:::i #,
fRE ffi"rirm  Ggivttrfae  gil ENife rmrf €rmqq an fi

RTen¥£¥qed8ed¥fuqat##GHifewha`rmdi
{))   Thi] N(iLlal of.fice mci.v carry tiut ri`gulcir audits tc] Scrutiniy*t:. whi!ther thi» digital

.sa['itty  practices as advistid  by  the  Authority  cqri`  biing  f-ollowe`]  irl  Ii»tter  ciliul

givTqfffl qF wh S fry rna 3ffidr ¢¥ Hi#ffl a fS with grirT
Hffl¥ a TT€ fRE grqu Hapdi ffl  dierm:  qua fin " ¥BT g en =Tgr±i

``.,..+

(Vikas Kumar £3ngh}/ ffro

Chief. G8neral Manager/ E®F  HE"T€IEi
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Advfrorv

I]EN8ION FIINO REOULAtoRY
AND DEVELopMENT AUTHORnT

B-14/A Chhatrapetl Shivajl Bhawan.
Qutub lrrotltutlonal Area,
Katwarl® Soral, Now oelhl-110016          .
ph : Oil-2cei 7coi , 2851 7503, 26133730
Fax : 011-26517507
Webalt® : w`Arw.pfrda.ore.In

F. No.: PFRDA/17/ce/11/0014/2017.Sup.se-Part (1)

TO,

All Central Gov®mment Mlnlstrles & D.p.rtm.ntf/ Stan. G®vemm.nts
PrAOs, PAOS, CDDOs, NCDDO. - CC Nodal office.
DTAs, OTOs, ODof . SG Nod.I offlc..
All Central and State Autonomous BodlcS

dvlso

29.09.Z021

urid.r NPS anhitectun

This ls in further to the PFROA's communlcatlon no. PFRDA/17/08/11/0009/2017.SUP-SG-Part (1}
dated 03.06.2020. |Copy attached}

2.            In contlnuatlon to the same, all the Govemmei`t sector Nodal offlees are hereby @dvlsed to adopt
thefollowlngaddltlonaldl8ltalsafetvpractlceswhlleaccesslngtheSvstemoftheCentralRecordKeeping
Agencies (CRAs):

a.    The  logln  lDs provided to  Nodal offices  by the CRAs,  ln the capaclty of maker and ctiecker for
Initiation/veriflcatlonorauthorlzatlonoltrans®ctfonslntheCRAsystemsneedstobeaccessedby
separate offlclals lndlvldually and one person should not I)e glven access to more than one logln
ID.

b.    The  Nodal  offices  are  advlsed  to  malntaln  a  `Log  Boovrecord.  to  ensure  that  there  ls  no
unauthorlzed access of the Logfn IDs glven by t:RAG. The sew  Log book/record may specify /nrer
a//a  the  Name  of the  offlcfal/staff/personnel  who  have  been  provided  wlth  the  logln  lDs  &
passwords for accesslng the system and the record of subsequent change ln the allocation of said
lo8ln  IDs.  Also, the responslblllty of the trarisactlons processed/authorlzed  in the CIA eystem
througli  the given  lo€ln  IDs shall lle wlth the offlclals/st.ff/personnel to whom  such  Lo8ln IDs
have beeli allocated at the tlme of these transectlons.

c.     Nodal offlces are advlsed to ensure that passo.ords of the said Logln-IDs are  protected and are
changed   frequently  ln  llne  with   the  advlsory  dated  03/06/2020  Issued  by  the  Authorlty.
Addltlon®lly, lt ls to be ensured that the passwords to the Lo.ln lDS are changed, whenever there
is a change ln the offlclal h®ndllng the some. Also, the passwords should be kept confldentlal and
are not to be written anywhere.

diy
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d.TheNod®lofficemaycarryoutre8ularaudltstoscrutlnLzewhetherthedlgitalsafetypracticesas
advisedbytheAuthorltyarebelngfollowedlnletterandspirit.

3.           The followln8 checks and controls are enabled ln the CRA system to prelemp"ny breach of the
system by unauthorized persons with malaflde lntentlon.

a.    Executlon of servlce requests after lt has been authorlzed by two separate offlcfals in the maker
checkermodesothatanyslngleuserlsnotabletoum®terallyexecutethetransaction.

b.    Hard coded bank details ln the CRA system which can be changed only-after such a servlce request
tiasbeenauthorlzedbyasenlorOTA/PrAOlevelofflcl.I,postthemak.ractivlty.further,pursuant
totheexe¢utlonOfanysuchbankaccounldetaMchangerequest,thesystemdaesnotallowany
ERMreqiiesttobeprocessedforsOd®ysfromthedateofexecutlonofsuchchange.

c.    The offlclal carrylng out the vermcatlon Of the E"  I.quest shall .nsure that tl`e bankdetaws
dlsployedatthetlmoOfrequestln€theERMarethes.measthosewhlchhevebeeneuthorizea
to recelve the amount.

d.    On  lnltlatlon  and  completlon  of any  ERM  reqLlest,  a  system  €enerated  email/SMS  ls  sent  to
concernedNodalOff]ce/Subserlbellntlmatlngoftheinltl®ted/completedERMtransactlon.

s.mir#
Chl.I General Manager

Page 2 of 2
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AI_'_LEE

F.NO.:pFRDAri7/Oa/11/OOO9/zoi7Sup4Gdyrt(ii

TO,

Allc.ntr.lGov.mm.ntwinlrute.&bep.rtm.np/Sot.Gov.rnnerfu
PrActs, PAoi, CDDO., NCODof . Ca l\l®d.I offkNro
oTA4, DTor, DDct . SG Nodal afflce.
All Centr.I end St-t. ^irtonomou8 eodles

O].06.Z020

ulFqu.quvJqulHThvrTmr==E=F::+::=E:::LlmmlmllrmmmAlvft.rn

The functlon of nod8l omoa/s in the Government Secor I.a. ¢entr.I and State Covemments
lncludlng Central and S"te Autoromou. Bodha in nel.llon to  Natlo"l Ponslen Syfrom  (NPS) is of
peramount  Importance  and  vltel  es  lt  be8lns  `Am  sobscrlber  reglstretloi.  and  contlnues  tlll  the
®uthorlzetlon of exds/wlthdmw.ls request Of the sobschber.emplayees. To enal]Ie the Nodel offices
to  fulfill  such  functlorvrok!  In  the  CRA  syseem,  th.  ^lod.I  omces  have  been  provlded  with  the
seperete makerLchecker loeln-IDs to acce# the CRA-syseem.

Hovi/ever, It has com. to the  notlce of the.Authom/ th.I ln certiln Instances, the  in.her..
checker  logln-lD§  pro`flded  by  the  CRAs  to  the  Nodel  omca/S  for  accesulng  the  CRA  systegr  to
lnltl.te/process ind a.ithorize veiious requests sobn)Itted by the sobscrlbersemptoyees has been
used by the umuthorlzed offlcl.Vsoff of .uch Nodel om¢es liL, other th.n th. officidlf .uthorlzed
to access the CRAflistem under the NPS erchlte€ture.

Keeplng  ln  vlew  the  above,  all  the  nodal  officers  ln  the  Government  Sector  I.e.  Cenml
Government/Mlnlstrles/Departments    end    St.to    Govemmeots    Including    Ccntral    and    State
Autonomous  Bodho ere hereby advised to follow the followlng  Dleital Safety Pracde¢S  iinder the
NPS archltecture whhe accosglng the CflA S\com :-

1.    To  malrtteln  absoliite  confldentlallty  .nd  lnteerlty  of  a«  record*  data  .nd  lnformatwh
lncludlng subscrrber's personal lnfomideA, contrftyutlon end cfalus dete;

2.    To uce et leest 8 charecters or more co create a p.a)`^iord. The more number of characters,
Specw Symbols, Number we use, the mare secure 11 our password;

3.    users  are  reaponslble  for  safoguardlng  their  User  W  .nd  Passwords  and  must  not share
passwords/D|gltol token wlth other p.rsons;  .

4.    To change the password once wh tbreerour weeks or when you suspect §omcone knows the

pasunrd;

Page I Of 2



5.    The access to CIA (ystem should be done by offlclals Of the Nodil offlce io authorlzed and
Passwordsno€ln detills etc, ere not b® 9liared with the un.uthorls.d persomel;

6.    Do not access flho wlthout the p.rmtsslon of the ®wn®r, use in.her and ch.cker to monltor
what dot. ts beln8 cop.d ol modm.d ln contrlbutton/tlalms fito;

7.    Users should not lnt®ntlonglly use the comptiters to retrieve or modlfy the  lnform®tlon of
self/others,  whlch  may  include   pass`^/odd  lnformatlon,  clalms   data,   contrlbutlon   data,
wlthdrawel request, f]RAN detalts etc.;

8.    AntlvlrLls Soft`^/are can help to d.tect and remov. vhoses from your computer, only ]f you
keep the antMue soft`^iare upJto4et.. Set flrewell and aritlvfros ls to sean ac(Ively all the
fll.S downloeded/uploeded;

9.    Scan all the fllet .fteryou dewnlo.d whether from websltes or llnks rec¢bed from e-malls;

10. Always update Web Browser with latest I)etches. Never click `^reb llnks ln e-mall and no bank
wlll ask you to upd.te the itcounts through onllne;

11. To cerofully pr\ocolf/v.rlfy-th. exundmunl r.quest.

suife:`r,:air
Chlef General Manager
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