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Subject: Advisory on “Digital Safety Practices to be followed by Govt. Nodal offices to access
technological platform/system provided by Central Record keeping Agencies (“CRA") under NPS
architecture. - reg.
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A copy of PFRDA letter No. PFRDA/17/08/11/0024/2017-SUP-CG-Part(1) dated 20.02.2023
on the subject mentioned above is enclosed herewith for information, guidance and necessary
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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY

Advisory
F.No. PFRDA/17/08/11/0024/2017-SUP-CG-Part(1) 20.03.2023
To,

Nodal offices of Central and State Governments and
Nodal offices of Autonomous Bodies

Subject: Advisory on “Digital Safety Practices to be followed by Govt Nodal
offices to access technological platform/system provided by Central Recordkeeping
Agencies (“CRA”) under NPS architecture o
fawa: wrdivs yoneht & siavia Fi sftaamure s (rwfismy”) gr1 weE
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1. This is in reference to PFRDA’s communication on the captioned subject dated
03.06.2020 issued vide file no. PFRDA/17/08/11/0009/2017-SUP-SG-Part(1) and
dated 29.09.2021 issued vide file no. PFRDA/17/08/11/0014/2017-SUP-SG-Part(1)

(copy enclosed).
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The function of nodal office/s in the Government Sector i.e. Central and State
Governments including Autonomous Bodies thereunder, with respect to the
National Pension System (NPS), is of paramount importance and vital as it begins
with  subscriber registration and continues till the authorization of
exits/ withdrawals request of the subscriber-employees. To enable the Nodal offices
to fulfil such function/role in the CRA system, the Nodal offices have been
provided with separate maker-checker login 1Ds to access the CRA system so that
any single user is not able to unilaterally execute the transaction.
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3. Taking the Authority’s endeavour forward of providing ease of transacting
through post-pandemic digital / technological tools/enhancement, together with
security and safeguard of the interest of the NPS subscriber against digital
threats/ frauds, it is advised that adequate precautions and safety measures to be
ensured at the level of nodal offices.
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4 All the nodal offices/officers in the Central Government Sector (including
autonomous bodies), are hereby advised to follow the Digital Safety Practices
under the NPS architecture as per the advisory mentioned at point number 1 while
accessing the CRA System. The important safety measures are as under: -
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a) To maintain absolute confidentiality and integrity of all records, data and
information including subscriber’s personal information, contribution and
claims data;
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b) To use at least 8 characters or more to create a password. The more characters,
Special Symbols, and numbers we use, the more secure is our password;
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¢) Users are responsible for safeguarding their User Id and Passwords and must

not share passwords/ Digital token with other persons;
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d) To change the password once in four weeks or when you suspect someone
knows the password or when one Nodal officer is transferred and another
nodal officer joins in. Also, the passwords should be kept confidential and are
not to be written anywhere;
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The access to CRA system should be done ONLY by officials of the Nodal office
so authorized and Passwords/login details etc. are not be shared with the
unauthorised personnel;
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The login IDs provided to Nodal offices by the CRAs, in the capacity of maker
and checker for initiation/ verification or authorization of transactions in the .
CRA systems needs to be accessed by separate officials individually and one
person should not be given access to more than one login 1D;
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The Nodal offices are advised to maintain a “Log Book/record” to ensure that
there is no unauthorized access of the Login IDs given by CRAs. The said Log
book/record may specify inter alia the Name of the official/staff/ personnel
who have been provided with the login IDs & passwords for accessing the
system and the record of subsequent change in the allocation of said Login [Ds.
Also, the responsibility of the transactions processed/authorized in the CRA
system through the given Login [Ds shall lie with the officials/staff/ personnel
to whom such Login IDs have been allocated at the time of these transactions;
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Do not access files without the permission of the owner. Use maker and checker
to monitor what data is being copied or modified in contribution/claims file;
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Users should not intentionally use the computers to retrieve or modify the
information of self/others, which may include password information, claims
data, contribution data, withdrawal request, PRAN details etc.;
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Antivirus software can help to detect and remove viruses from your computer,
only if you keep the antivirus software up-to-date. Set firewall and antivirus to
scan actively all the files downloaded/ uploaded; '
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Scan all the files after you download whether from websites or links received
from e-mails;
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Always update Web Browser with latest patches. Never click web links in -
mail and no financial institution will ask you to update the accounts through
online;
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m) Nodal officers to carefully process all financial and non-financial transactions

including the exit/withdrawal request/ change in any KYC/ Bank detail/
ERM transaction and ensure that funds are remitted to Bank account,
authorised to receive that amount;
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The nodal offices to carefully verify all financial and non-financial transactions
including the exit/withdrawal request/ change in any KYC/ Bank detail/
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ERM transaction and ensure that funds are remitted to Bank account,
authorised to receive that amount;
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The Nodal office may carry out regular audits to scrutinize whether the digital
safety practices as advised by the Authority are being followed in letter and

spirit.
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To,

All Central Government Ministries & Departments/ State Governments
PrAQOs, PAQOs, CDDOs, NCDDOs - CG Nodal offices

DTAs, DTOs, DDOs - SG Nodal offices

All Central and State Autonomous Bodies

Adviso

This is in further to the PFRDA's communication no. PFRDA/17/08/11/0009/2017-5UP-5G-Part (1)
dated 03.06.2020. (Copy attached)

2. In continuation to the same, all the Government Sector Nodal offices are hereby advised to adopt
the following additional digital safety practices while accessing the System of the Central Record Keeping
Agencies (CRAs):

a. The login IDs provided to Nodal offices by the CRAs, in the capacity of maker and checker for
initiation/verification or authorization of transactions in the CRA systems needs to be accessed by
separate officials individually and one person should not be given access to more than one login
1D.

b. The Nodal offices are advised to maintain a “Log Book/record” to ensure that there is no
unauthorized access of the Login IDs given by CRAs. The said Log book/record may specify inter
alia the Name of the official/staff/personnel who have been provided with the login IDs &
passwords for accessing the system and the record of subsequent change in the allocation of said
Login IDs. Also, the responsibility of the transactions processed/authorized in the CRA system
through the given Login I1Ds shall lie with the officials/staff/personnel to whom such Login IDs
have been allocated at the time of these transactions.

¢. Nodal offices are advised to ensure that passwords of the said Login-IDs are protected and are
changed frequently in line with the advisory dated 03/06/2020 issued by the Authority.
Additionally, it Is to be ensured that the passwords to the Login (Ds are changed, whenever there
is a change in the official handling the same. Also, the passwords should be kept confidential and

are not to be written anywhere,
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d. The Nodal office may carry out regular audits to scrutinize whether the digital safety practices as
advised by the Authority are being followed In letter and spirit.

3. The following checks and controls are enabled in the CRA system to pre-empt any breach of the
system by unauthorized persons with malafide intention.

a. Execution of service requests after it has been authorized by two separate officials in the maker
checker mode so that any single user is not able to unilaterally execute the transaction.

b. Hard coded bank details in the CRA system which can be changed only after such a service request
has been authorized by a senior DTA/PrAO level official, post the maker activity. Further, pursuant
to the execution of any such bank account detail change request, the system does not allow any
ERM request to be processed for 30 days from the date of execution of such change.

c. The officlal carrying out the verification of the ERM request shall ensure that the bank. details
displayed at the time of requesting the ERM are the same as those which have been authorized
to receive the amount,

d. On initiation and completion of any ERM request, a system generated email/SMS is sent to
concerned Nodal Office/Subscriber intimating of the initiated / completed ERM transaction.

T

Sumeet Kaur Kapoor
Chlef General Manager
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To,

All Central Gavernment Ministries & Departments/ State Governments
PrAOs, PAOs, CDDOs, NCDDOs - CG Nodal offices .
DTAs, DTOs, DDOs - SG Nodal affices

All Central and Stats Autonomous Bodles

The function of nodal offica/s in the Government Sector i.e. Central and State Governments
Including Central and State Autonomous Bodles In relation to National Pension System (NPS) Is of
paramount Importance and vital es It begins with subscriber registration and continues till the
authorization of exits/withdrawals request of the subscriber-employees. To enable the Nodal offices
to fulfill such function/role In the CRA system, the Nodal offices have been provided with the
separate maker-checker login-1Ds to access the CRA-system.

However, it has come to the notice of the Authority that In certain Instances, the maker--
checker login-IDs provided by the CRAs to the Nodal office/s for accessing the CRA system to
Initiate/process and authorize various requests submitted by the subscribers-employees has been
used by the unauthorized official/steff of such Nodal offices, I.e., other than the officlals authorized
to access the CRA-system under the NPS architecture.

Keeping In view the above, all the nodal officers In the Government Sector he. Central
Government/Ministries/Departments snd State Governments including Central and State
Autonomous Bodles are hereby advised to follow the following Digital Safety Practices under the
NPS architecture while accessing the CRA System :-

1. To maintain absolute confldentiality and integrity of all records, data and informatlion
Including subscriber’s personal information, contribution and claims data;

2. To use at [eest B characters or more to create a password. The more number of characters,
Speclal Symbols, Number we use, the more secure Is our password;

3. Users are responsible for safeguarding their User Id and Passwords and must not share
passwords/Digltal token with other persons;

4. To change the password once In three/four weeks or when yau suspect someone knows the
password;
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The access to CRA system should be done by officials of the Nodal offica so authorized and
Passwords/login detalls etc, are not be shared with the unauthorised personnel;

Do not access files without the permission of the awner, Use maker and checker to monitor
what data (5 being copied or madified In contributlon/claims file;

Users should not intentionally use the computers to retrieve or modify the information of
self/others, which may include password information, claims data, contribution data,
withdrawal request, PRAN details etc.;

Antivirus software can help to detect and remove viruses from your computer, only If you
keep the antivirus software up-to-date. Set firewall and antivirus Is to scan actively all the

 files downloaded/uploaded;

10.

11,

Scan all the flles after you download whether from websites or links received fron; e-malls;

Always update Web Browser with |atest patches. Never click web links in e-mail and no bank
will ask you to update the accounts through online;

To carefully process/verify the exit/withdrawal request.

"’“\/ .

Sumeset Kaur Kapoor
Chlef General Manager
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